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Development & Security Goals Are Not  
Aligned

Development Goals

Deliver Innovative New 
Products to Market

Ensure Vulnerabilities 
are Not Released

Security Goals

Meet Product Requirements 
and Delivery Schedule

Meet Compliance and 
Audit Requirements

Ensure free of Quality 
Defects

Ensure free of
Security Vulnerabilities



Project Development Cycle
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Security Testing Happens Too Late In The Process

Why It’s So Hard to Prevent Security 
Vulnerabilities?
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Increases Risk of Delays or Missing a Vulnerability
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Project Development Cycle
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Solution – Unified Approach With Static 
Analysis



• Is there any quality defect that is not a potential security defect?

• Remember the Rugged Software Manifesto:

• “I recognize that my code will be used in ways I cannot 
anticipate, in ways it was not designed, and for longer than it 
was ever intended.”

• In other words, “Every assumption I made about the user or the 
environment could be false.”

• Use a complete definition of security!

• In practice, Security = Confidentiality

• Integrity and Availability can’t be ignored

• Fix both quality (i.e., functional) and security defects at the 
earliest possible point in the product lifecycle.

Quality vs Security Defects



The A(a)gile Case – New Requirements

Requirement: 
Testing in 
every sprint

Requirement: 
Continuous 
Integration 



1. Analysis for quality & security on the developers desktop

Clean before check-in

Clean before peer review 

2. Analysis for quality & security defects with every build 
iteration

3. Analysis results in Continuous Integration workflow

Solution – Fast + Accurate Analysis & 
Integration With A(a)gile



Unified Quality & Security Analysis On The 
Developers Desktop

Find and fix 
all defects as 
soon as they 

are 
introduced

Find, triage 
and fix 

defects in the 
development 

IDE



Unified Quality & Security Analysis

9

Which 
defects are 

most critical?

Which 
defects 

should I fix 
first?

Show me 
specific 
kinds of 
defects
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Continuous Integration With Jenkins

A Continuous 
Integration 

build is 
successful only 
when it is free 

of quality & 
security defects 



Continuous Integration Example
Jenkins Integration – agile execution



Continuous Integration Example
Jenkins Integration – agile execution



Continuous Integration Example
Jenkins Integration – agile execution

A Continuous 
Integration 

build is 
successful only 
when it is free 

of quality & 
security defects 



• Unified Approach to quality and security is possible with 
static analysis

• A(a)gile introduces some more requirements

• Address By:

• Accurate analysis for quality & security on developers desktop

• Analysis with every build

• Analysis integration with agile tools and workflow

Summary



Questions?


